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ABSTRACTThe information dissemination in mobile networks is an im-portant but complex and challenging problem. Designingsuitable communication primitives for these systems is criti-cal. One of these primitives is the publish/subscribe paradig-m. The publish/subscribe is a strategy to establish com-munication between the information providers (publisher-s) and information consumers (subscribers) in a distributedsystem. Our work focuses on an appropriate distributed in-frastructure suitable for a scalable implementation of a pub-lish/subscribe system. We present a formal model which isadapted for the peer-based particular subscription criteriaof publish/subscribe systems. Moreover, we propose a gen-eral deterministic information di�usion scheme for mobilesystems. The three main features of our communicationscheme are the following: First, our scheme is well-adaptedto scalable systems without compromising any subscriptioncriteria or network reorganization. Second, we maintain theanonymity of the distributed system | in order to main-tain the network structure, we need only local information.Third, our solution is fully decentralized and modular, thusmaking it appropriate for practical implementations.
Keywordsanonimous publish/subscribe, peer-to-peer, mobile systems
1. INTRODUCTIONMany recent distributed systems experience frequent andunpredictable changes of size and topology. In a mobilead-hoc network, nodes communicates by sending messagesover wireless links. Traditional dynamic networks are wirednetworks. However, both ad-hoc and dynamic networks gothrough the unpredictable failure and recovery of processorsand links. Peer-to-peer systems have received a lot of atten-tion recently. The behavior of these systems is much more
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complex than most other distributed systems. For exam-ple, many processors may choose to connect to some super-processors (i.e., processors with some important resources)causing a polarization of the network. So, maintaining theknowledge of these super-processors is very critical. But,a loss of connection to a name server or some changes inthe environment may make this knowledge invalid, causingthe super-processors unreachable by some processors in thenetwork.In order to handle the dynamic behavior of the networks,classical distributed algorithms have been modi�ed or ex-tended to make them adaptable for the ad-hoc and dynamicnetworks. The research on ad-hoc networks mainly includesthe routing protocols ([8, 9, 11, 16, 20]), wireless channelallocation ([12]), and protocols for broadcasting and multi-casting ([10, 19, 21]). The work on dynamic networks fo-cussed on the message ordering ([15]) and routing ([1, 4]).Recently, the problems of mutual exclusion and k-mutual ex-clusion for the ad-hoc networks also have been addressed[22,23]. The leader election problem for the mobile ad-hoc net-works has been discussed in [18]. The resource discovery innetworks where the processors do not have a global view ofthe dynamic of the network topology was presented in [13,17].Designing a suitable scheme for information disseminationin mobile systems is an important topic of research. Oneof the paradigms is the publish/subscribe scheme which isused to establish communication between the informationproviders and the information consumers [5]. The publish-ers must guarantee timely delivery of events to all the sub-scribers who subscribed to the topic of those events. Thereare two main approaches to the implementation of the pub-lish/subscribe scheme. In the topic-based scheme [2], eventsare marked based on a �xed set of topics/subjects. In thecontent-based subscription systems [3, 5], the subscriberscan re�ne their subscription choosing �ltering criteria alongmultiple dimensions without requiring the pre-de�nition ofgroups.A publish/subscribe scheme for the mobile environmentswas proposed in [14]. The authors presented a centralizedsolution, then discussed issues for the distributed system-s. Both approaches are based on the broker concept. In the



centralized approach, there is only one broker in the system,whereas in the distributed solution, the number of brokers ismore than one and each broker is responsible for some sub-set of subscribers. In order to disseminate information toits subscribers, a broker maintains a spanning tree coveringthe interested subscribers. Both schemes assume that onlythe source and displayers events are mobile, but the brokersbelong to a �xed network.Our Contributions. We are interested in designing a pub-lish/subscribe scheme which can cope with the anonymi-ty and mobility of both publishers and subscribers, weak-connectivity, and polarization (which are some of the char-acteristics of peer-to-peer networks). Moreover, we investi-gate the systems where every node could play a role of bothpublisher and subscriber. To the best of our knowledge,no such a scheme has been proposed. Our scheme clearlyseparates the logical organization and maintenance of thenetwork from the physical aspects. We model a dynamicnetwork as a logical multi-layered system not necessarily or-ganized in a hierarchical manner. Each layer is representedby a weakly connected graph. This organization of the pro-cessors in virtual multi-layers supports a proper model notonly for the network mobility but also for the polarizationor weak connection of the network. In our model, di�erentlayers may run di�erent algorithms to cater di�erent inter-ests of the subscribers. So, our model supports both thetopic-based and content-based publish/subscribe schemes |the former can be modeled by a pair of independent lay-ers, while the latter matches the hierarchical organizationof the network. We present a deterministic communicationscheme which supports the publish/subscribe paradigm withanonymity and fairness constraints. The proposed schemeuses an underlying logical DAG orientation of the network.We show that the proposed DAG orientation scheme is s-pace optimal under the weakest hypothesis | each node isaware only of its neighbors. Our scheme copes with networkpartitions in the following sense: If the network gets parti-tioned, the proposed algorithm will still be able to maintainthe communication between the publishers and subscribersin the individual partitions.Outline of the paper. In Section 2, we present the modelof a logically organized multi-layer network. Section 3 de-scribes the underlying DAG orientation scheme used by thepublish/subscribe scheme (presented in Section 4). In Sec-tion 3, we also prove the optimality of the DAG orientationscheme. We conclude the paper in Section 5.
2. PRELIMINARIESWe consider an asynchronous network subject to topolo-gy changes. Processors can leave or join the system. Pro-cessors and links can fail temporarily (transient faults) orpermanently (crash failures). The processors communicatethrough reliable channels | messages are not corrupted, notlost, and not delivered more than once.The network is logically organized as a multi-layer system,each logical layer l being a weakly connected graph, alsoreferred to as the communication graph at Layer l. In orderto connect to a particular layer l, the processors executean underlying connection protocol. A processor p is called

active at a layer l if there exists at least one processor q whichis connected at l and aware of p. A logical link between twoprocessors p and q at a layer l could be in one of the followingstates: up | the two processors are aware of each other atl; down | p and q are not aware of each other at l; forming| at least one of the processors has initiated the connectionprotocol for l. The logical neighbors of a processor p at alayer l (denoted by N l(p)) is the set of processors q suchthat the logical link (p; q) is up.Note that a processor i may belong to several layers simulta-neously. So, i may have di�erent set of neighbors at di�erentlogical layers For example, the network presented in Figure2.1 has two logical layers. The links of the two layers aredistinguished from one another by using two types of lines.The logical neighbors of Processor 5 in Layer 1 are Proces-sors 2, 3, and 4, and its neighbor at Layer 2 is Processor 1.
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Figure 2.1: Logical Muti-Layer NetworkA logical layer l at time t is characterized by:� the active nodes at l at time t, denoted by V l(t);� the logical links up at time t at l, denoted by El(t);� the logical orientation of the communication graph,Gl(t) = (V l(t); El(t)), denoted by Rl.Note that since we consider dynamic, ad hoc, or peer-to-peer networks in this paper, the communication graph(s) attime t may be di�erent from that at time t+ 1.Processors may run di�erent algorithms at di�erent layers.The state of a processor p at layer l at time t is given by thevalues of p's variables and the state of its adjacent logicallinks at time t. The state of the processors at a layer l at timet is denoted by State(V l(t)). The con�guration of a layer lat time t consists of the state of the active processors in lat t, the communication graph (Gl(t) = (V l(t); El(t))), andthe logical orientation of the communication graph, Rl. For-mally, clt = �State(V l(t)); f�Gl(t) = �V l(t); El(t)� ;Rl�g�.



The con�guration of a multi-layer network at time t is rep-resented by the state of all active processors at time t, theset of communication graphs corresponding to all the layer-s, and the logical orientation for all logical layers l 2 L,where L is a �nite set of logical orientations. Formally,ct = �cl1t ; : : : ; clkt � where clit is the con�guration of layerli 2 L at time t.The system transitions correspond to the topological changesor some internal actions executed by some processors. Atransition is labeled with the labels of the layers l involved.A system execution is a maximal sequence of transitions.We now show that if every layer in the system satis�es aproperty P and the layers are pairwise independent (theactions executed at a layer do not in
uence any other layer),then the multi-layer system also satis�es P.De�nition 1. (pairwise independent layers) Let S be asystem logically organized in a set L of logical layers. T-wo layers l1 and l2 in L are called pairwise independent ifno action executed by a process at l1 causes a transitionlabeled l2.Theorem 1. Let S be a logical multi-layered system withpairwise independent layers, L the set of layers, and SP lthe speci�cation of the algorithm executed at layer l 2 L. Ssatis�es ^l2LSP l.Proof. Let e be an execution of S. Assume that e doesnot satisfy ^l2LSP l. So, there exists at least one k 2 L suchthat e does not satisfy SP k. Let ek be the projection of eon k. Since e does not satisfy SP k, then ek does not satisfySP k, which contradicts the hypothesis of the theorem.Corollary 1. Let S be a logical multi-layer system withpairwise independent layers and SP the speci�cation of thealgorithms executed at every layer. Then S satis�es SP .
3. MAINTAINING DAG IN MOBILE NET-

WORKSThe publish/subscribe scheme proposed in Section 4 as-sumes the underlying logical communication graph to bea DAG. Thus our scheme must maintain the acyclic prop-erty of the communication graphs of all layers at all times.In Section 3.2, we �rst de�ne the logical orientation of theprocessors such that the communication graphs are acyclic.Then we present an algorithm to maintain the acyclicitywhen new processors are added to the system. The pub-lish/subscribe scheme is based on the edge reversal concep-t [6, 7], which can be informally described as follows: On-ly the sink processors are privileged to execute some task.After a sink processor executes its task, it reverses the di-rection of all its incident edges. In our scheme, the task tobe executed is the information di�usion | a processor isallowed to di�use information if and only if it is a sink. InSection 3.3, we present a logical re-orientation scheme satis-fying the fairness of the processors involved in the di�usionprocess. We also show that this orientation scheme is space

optimal. In both algorithms (in Sections 3.2 and 3.3), pro-cessors use the set of their neighbors as an input. An outlineof a neighborhood maintenance protocol suitable for mobilesystems is described in Section 3.1.
3.1 Neighborhood Maintenance in Mobile Net-

worksIn this section, we present the primitives executed by theprocessors to join or leave a network.De�nition 2. (Connection point) LetGl be the graph rep-resenting layer l of a distributed system. Assume that Pro-cessor i is trying to join the network at layer l by connectingitself to Processor j. Then, j is called a connection pointand the edge connecting i to j is referred as a connectionedge.The connection points must be chosen to avoid the criticalpoint creation. A point is called critical if its failure discon-nects1 the network. We now informally describe the ideaof the connection primitives. We assume that processorsmaintain a list of f connection points. The parameter f isapplication dependent and may be related with the num-ber (f � 1) of failures or departures which can be tolerated.A processor to join the network sends a special signal (re-quest link up) to all its connection points, and sets the setof all the links to be formed as \forming". A processor p up-on receiving a request link up signal responds by link up OKif it accepts the link or by link up KO otherwise. If p re-ceives link up OK from a connection point q, then it adds qto its neighbors list N (p). A processor p to disconnect it-self from the network sends a message request link down toall the processors in its neighbors list N (p). A processor qreceiving a request link down from a neighbor p resets N (q)to N (q) n fpg and sends a signal link down OK to p.The above connection/disconnection scheme can be easilyextended to a multi-layered network. For each layer l, aprocessor maintains a list of neighbors N l.
3.2 Orientation of Communication GraphsIn this section, we de�ne the logical orientation on edges tomaintain a DAG. Then we present an algorithm to main-tain this orientation when new processors are added. Everyprocessor maintains two variables: an identi�er (lid) andan integer variable (val 2 f0; 1; 2g). We assume that theprocessor identi�ers are unique in their neighborhood. Thevariable val will be used later in Section 3.3 to re-orientlinks. We will prove (in Section 3.3) that the state space (2)of val matches the lower bound to maintain a fair executionof the edge reversal scheme.De�nition 3. The relation � is de�ned as x � y i� 0 <(y � x) < 2 or (x = 2 ^ y = 0).De�nition 4. LetG(V;E) be a communication graph. Thelogical orientation of the edges ! is de�ned as follows: the1A network is disconnected when there exist some nodes piand pj such that there is no path between them.



edge (p; q) is logically oriented from q to p (q ! p) i�(valp � valq) or (valp = valq ^ lidp < lidq).Lemma 1. Let G(V;E) be a communication graph and !a logical orientation of the edges of G. G with the orientation! is acyclic.Proof. Assume that the graph has a cycle, namely p1 !: : :! ps ! p1. By De�nition 4, that (val:p1 < val:p1) or(lid:p1 < lid:p1), which is impossible.The orientation algorithm, LLO, is shown as Table 1. A newprocessor p joins the system by running the neighborhoodalgorithm discussed in Section 3.1. Processor p then orientsits adjacent links in the following manner: If all its adjacent(connected) processors have the same value of val, then porients all its adjacent edges outward (Rule R1) (see Fig-ure 3.2 (a)). Otherwise (if not all neighbors have the samevalue of val), p orients in a way to maintain the acyclicityof the graph (Rules R2 and R3). If the set of values of theadjacent processors is f0; 1g, f1; 2g, or f0; 2g, then the newprocessor p executes Rule R2 and sets valp to the minimalvalue in the set (see Figure 3.2 (b)). The situation wherethe adjacent processors of a new processor p have all threepossible values of val (i.e., 0, 1, and 2), Rule R3 is executedby p. Note that Rule R3 may introduce cycles if there areat least two adjacent processors j and k such that valj = 1,valk = 2, and j 2 N (k). We assume that the underlyingneighborhood maintenance protocol ensures the following:(1) 8(j; k) 2 N (i), jvalj � valkj � 1 or (2) 8(j; k) 2 N (i)such that valj = 1 and valk = 2, j =2 N (k). We will discussanother alternate strategy later.
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Figure 3.2: Logical link orientation after a new pro-cessor joins the system.Lemma 2. Let G(t) be the communication graph at timet. Assume that G(t) is acyclic. Let i be a new processorjoining G(t) and G(t+ 1) the communication graph after ijoined the system by executing LLO (Table 1). Then G(t+1)is acyclic.

Parameters :N (i): set of neighbors computed by theneighborhood maintenance protocol;vali 2 f0; 1; 2g: integer, 0 by default;lidi: integer, the value of the local identi�er of i afterjoining the system;Functions:IdS() = [min(N (i)); max(N (i))]T IN n N (i)Id av() = � true; IdS() 6= ;false; IdS() = ;Macro:Chooseid : returns the �rst identi�er available in N (i)or the maximum of the identi�ersplus 1 when there is no identi�eravailable in the list of neighbors. Formally:Chooseid(i) = � min(IdS) , Id av() = truemax(N (i)) + 1 , Id av() = falseActions :R1 : if (8(j; k) 2 N (i); valj = valk)vali = (valj + 1) mod 3;lidi = Chooseid(i)R2 : if (9(j; k) 2 N (i); valj 6= valk)^^(S8j2N (i)fvaljg 6= f0; 1; 2g)vali = minj2N (i)valj ;lidi = Chooseid(i)R3 : if (9(j; k) 2 N (i); valj 6= valk)^^(S8j2N (i)fvaljg = f0; 1; 2g)vali = 0;lidi = maxj2N (i);valj=0flidjg+ 1Table 1: LLO - Logical Link Orientation Algorithm(Processor i)Proof. Assume that G(t + 1) contains a cycle. SinceG(t) was acyclic, the cycle must contain i. Hence, thereexist two edges adjacent to i| one oriented to i (edge (i; j))and the other towards a neighbor k (edge (i; k)) | and allthree processors i; j; k are included in the cycle, which isimpossible by LLO.Note 1. When a processor leaves the system, it does nota�ect the acyclicity of the communication graph.Note 2. One drawback of LLO is the two assumptions wemade earlier on the values of val of the neighboring proces-sors. It is possible to remove this restriction in the followingway: A new processor p, in order to orient its edge (p; q) foran adjacent processor q waits until q becomes a sink. Untilthen, the edge (p; q) is maintained in the state forming byboth p and q. Although this solution removes the earlier re-strictions, but it has another problem. A new processor inthis new scheme needs to wait for every neighbor to becomea sink. This waiting time depends on the dynamic behaviorof the network.
3.3 Space Optimal Link Re-orientation SchemeIn this section, we �rst present a link re-orientation schemewhen the network is logically organized in one virtual layer.



Parameters :N (i): set of neighbors computed by theneighborhood maintenance protocol;vali 2 f0; 1; 2g: integer, 0 by default;Function :sink(i) : 8j 2 N (i); j ! iActions :R1 : if sink(i) ^ (8j 2 N (i); valj = vali)vali = (vali + 1) mod 3;R2 : if sink(i) ^ (9j 2 N (i); vali � valj)vali = maxj2N (i)(valj);Table 2: LLRO - Logical Link Re-orientationScheme in a One-Layer Network (Processor i)Then we generalize our scheme to multi-layer networks. Ourorientation scheme is based on an edge reversal algorithm.Only the sink processor is privileged to execute a task (pub-lish an event). After the sink processor �nished its task, itsadjacent edges are re-oriented to ensure the fairness amongall neighboring processors.
3.3.1 Logical Link Reorientation Scheme in a One

Layer NetworkDe�nition 5. (Sink node) Let G(t) be the communicationgraph at time t. A processor p is called a sink node if for allneighbors q of p, q ! p.The idea of the re-orientation algorithm is simple. By Def-inition 4, the network oriented according to the relation !contains at least one sink processor. These sink processorsare enabled to execute a rule of LLRO (Table 2). After theyexecute a rule, they re-orient their adjacent edges towardtheir neighbors. So, the new orientation remains acyclic.The edge reversal is implemented by changing val to themaximal value in the neighborhood. If all neighbors of thesink processor have the same value v of val, then the sinksets its val to (v + 1) mod 3 (see Rule R1). If the sink pro-cessor i has at least one neighbor j such that vali � valj ,then i sets its val to the maximal value of val of all theneighbors of i by executing R2.Lemma 3. Let G(t) be the communication graph at timet and G(t+ 1) the communication graph after the executionof LLRO by a sink processor p. Then G(t + 1) is acyclicaccording to the relation !.Proof. Assume the contradictory, i.e., G(t+1) containsa cycle. Since G(t) was initially acyclic, then this cycle mustcontain p. Let p ! p1 ! p2 ! : : : ! ps ! p be the cycle.Since after the execution of the algorithm by p, the edgesadjacent to p are oriented towards its neighbors, the onlyway this cycle can be created is that ps executed the algo-rithm in parallel with p and also reversed its adjacent edges.However, that is impossible since the orientation relation isa total order.

Lemma 4. Let e be an execution of LLRO algorithm. Ev-ery processor in the system executes its algorithm in�nitelyoften even in the presence of change of topology (i.e., theaddition and deletion of processors).Proof. We show that in a �nite number of computationsteps, a processor gets its adjacent edges oriented toward it,thus will execute LLRO.Assume that a processor p never executes LLRO. So, theremust exist a neighbor q of p such that the logical link (p; q)remains oriented from p to q forever. This may happen dueto one the following reasons: (a) The network contains a cy-cle p! p1 ! p2 ! : : : ps ! p, which is impossible by Lem-ma 1. (b) The addition of a new processor in the networkcreated a cycle, which is also impossible by Lemma 2.Note 3. Lemma 4 proves two important properties of LL-RO | starvation freedom (i.e., every processor eventuallyexecutes its actions) and liveness (i.e., a processor executesits actions in�nitely often).Note 4. Note that since the underlying neighborhood main-tenance protocol updates the list of neighbors, even if thenetwork becomes partitioned, the edge reversal scheme workswith no additional cost in every individual partition.
3.3.2 Optimality of the Logical Link Reorientation

SchemeIn this section, we will show that the edge reversal scheme(Table 2) is state optimal. We show that the minimal num-ber of states in order to construct an edge reversal schemewhich ensures the starvation freedom is 2. Note that thenumber of states does not include the variable lid because itis well-known that using identi�ers is the only way to breakthe symmetry of a deterministic system.Lemma 5. LLRO is state optimal.Proof. We prove this lemma by contradiction. Assumethat we can design a starvation-free edge reversal schemeusing only two states. Assume that the two states are 0and 1. To arrive at the contradiction, we will construct anexecution where one of the processors never executes anyaction.Assume that the system contains two processors p1 and p2such that the local identi�er of p1 is less than the local i-denti�er of p2, and the states of p1 and p2 are 0 and 1,respectively. In this con�guration, the edge between themis oriented from p2 to p1. p1 executes Rule R2 and changesits state to 1. Now, in this new con�guration, the edge isstill oriented from p2 to p1 (the orientation in this case isdecided by the value of the identi�ers). Therefore, p1 exe-cutes R1 and changes its state to 0. This con�guration isthe same as the �rst con�guration. Thus, we obtain an ex-ecution where p2 starves (i.e., it never executes any actionof LLRO).



Parameters :L: the set of layers i belongs to;V al = fvalli 2 f0; 1; 2g j l 2 Lg: set of integers,0 by default;N = fN l(i) j l 2 Lg: the set ofneighbors of i for all levels in L;Relation:8l 2 L;!l is relation ! with respect to valland identi�ers;Function :sinkl(i) : 8j 2 N l(i); j !l iAction :R : if 9 l 2 L; sinkl(i)Execute LLRO with parameters valliand N l(i)Table 3: LLRM - Logical Link Reorientation Schemein a Multi-layer Network (Processor i)
3.3.3 Logical Link Reorientation Scheme in a Multi-

Layer NetworkIn this section, we generalize the scheme for networks whereprocessors are organized in multiple layers, each layer char-acterized by an oriented communication graph. Every pro-cessor maintains a separate list of neighbors for every layerit belongs to.Lemma 6. Let P be a predicate satis�ed by the computa-tions of a system executing LLRO algorithm (Table 2) thenP is also satis�ed by the computations of LLRM (Table 3).Proof. Follows directly from Theorem 1.
4. ANONYMOUS PUBLISH / SUBSCRIBE

SCHEMEIn this section, we use LLO algorithm (Table 1) and LL-RO algorithm (Table 2) to design a new deterministic pub-lish/subscribe scheme which preserves the anonymity of thepublishers. We discuss both single topic and multiple topicalgorithms below. Note that a processor can be both a pub-lisher and a subscriber for some news. We now de�ne theproperties a deterministic publish/subscribe scheme mustsatisfy:� Safety: If a publisher generates a news m on a topict, then m is eventually delivered.� Agreement: If a publisher generates the news m onthe topic t, then every subscriber for the topic t re-ceives m.� Liveness: Every publisher delivers in�nitely often.� Anonymity: The information is di�used in the net-work in an anonymous way.
4.1 Anonymous Publish / Subscribe One Topic

Algorithm

Volatile Variables:Input Messagesi: list of messages received from i'sneighbors, initially empty;Local Messagesi: list of messages generated locally;Primitives:receive(Input Messagesi): returns the list of messagesreceived from the input bu�er;collect(Local Messagesi): reads the local bu�er andreturns messages in Local Messagesi.The invocation of this primitive empties thelocal bu�er;send(New Messagesi): sends the messages fromNew Messagesi;Action:R1 : if sink(i)receive(Input Messagesi);collect(Local Messagesi);send(Input MessagesiSLocal Messagesi);execute LLRO (Table 2)Table 4: Publish/subscribe Single Topic Scheme(Processor i)In a publish/subscribe system, subscribers subscribe to somespeci�c categories of events. They subscribe to a single cat-egory or multiple categories in single topic or multiple topicsystems, respectively. The subscriptions are modeled us-ing links in the communication graph representing the pub-lish/subscribe system. In Section 3, we implemented thecommunication graphs as DAGs. Moreover, we also haveshown that the DAGs will remain as DAGs forever in spiteof any topological changes and any actions by any proces-sor. That guarantees the presence of at least one sink atany time. The sink processors behave as privileged pro-cessors to send or forward any information regarding anyevent of the publish/subscribe system. They are allowed tosend messages that are generated locally and received fromthe neighbors. After sending the messages, they re-orienttheir adjacent edges to give a chance to their neighbors todo the same. A non-privileged (i.e., not a sink) processorcan receive some messages, but is not allowed to forwardthe information until it becomes a sink. So, only the sinkprocessors are points of di�usion, thus avoiding the network
ooding. The publish/subscribe scheme (shown as Table 4)uses two bu�ers and two communication primitives, send()and receive() to disseminate all the events to the interest-ed subscribers using the underlying oriented communicationgraph. The two bu�ers are called input and local bu�ers. InTable 4, Input Messages and Local Messages refer to themessages stored in the input and local bu�ers, respectively.The input bu�er is used to record all the messages receivedfrom the neighbors, and the local bu�er saves the messagesgenerated locally. The receive() primitive when invokedreads the input bu�er and returns the messages collectedbetween the previous and current invocation of receive().Processors write their own (i.e., generated locally) messagesin their local bu�er. A processor by calling the send() prim-itive sends to all its neighbors the messages returned by thereceive primitive and the ones produced locally (stored inthe local bu�er).Lemma 7 (Safety). Let p be a publisher generating a



message m. m is eventually delivered.Proof. Follows from Lemma 4. The processor repre-senting the publisher eventually becomes a sink. Hence, itdelivers its messages at that point.Lemma 8 (Agreement). Let p be a publisher generat-ing a message m. m is received by every active subscriber.Proof. The proof follows from Lemma 4 and the as-sumption that the sink processors are not allowed to leavethe system.Lemma 9 (Liveness). A processor p delivers in�nitelyoften.Proof. The proof directly follows from Lemma 4.Note 5 (Anonymity). The multi topic publish/subscriberalgorithm (Table 4) ensures the di�usion of the informationin an anonymous way. The sender of a message may not bethe publisher, it could simply be a forwarding subscriber.
4.2 Anonymous Publish / Subscribe Multiple

Topic algorithmIn this section, we generalize the algorithm presented in Ta-ble 4 for the multiple topic publish/subscribe system. Everyprocessor maintains a list L of topics to which it is a memberof. Now, the processors maintain l sets of the two bu�ers (in-put and local). send(), receive, and collect primitives nowrefer to speci�c layers. The messages are also maintainedin l sets of lists Input Messagesl and Local Messagesl.Note that all the properties proved for the algorithm pre-sented in Table 4 are also valid for the multiple topic pub-lish/subscriber algorithm (Table 5).
5. CONCLUSIONSWe studied the anonymous publisher/subscriber communi-cation scheme in mobile networks. We presented a modelfor the organization of a mobile system. An optimal s-pace information dissemination scheme is introduced. Wealso demonstrated that the logical multi-layer organizationis the most inclusive approach to modeling the mobile sys-tems. Moreover, we formally stated the relation between theproperties of a logically organized multi-layer system func-tion and that of its sub-layers. We proposed a completelydecentralized, deterministic publish/subscribe scheme whichpreserves the anonymity of the publishers and copes withthe dynamic systems which go through topological changesincluding network partitioning.
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